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Preface

Radio frequency identification (RFID) technology is witnessing a recent explosion of
development in both industry and academia. A number of applications include supply
chain management, electronic payments, RFID passports, environmental monitoring
and control, office access control, intelligent labels, target detection and tracking, port
management, food production control, animal identification, and so on. RFID is also
an indispensable foundation to realize the pervasive computing paradigm—“Internet of
things.” It is strongly believed that many more scenarios will be identified when the
principles of RFID are thoroughly understood, cheap components available, and when
RFID security is guaranteed.

Wireless sensor networks (WSNis) are also attracting significant interest due to recent
advances of the enabling technologies, including digital electronics, embedded systems,
signal processing, and wireless communications. A WSN consists of a large number
of small sensors with sensing, control, data processing, as well as communication and
networking capabilities. WSNs are characterized by dense node deployments; unreli-
able sensors; frequent topology changes; and severe power, computation, and memory
constraints. These unique characteristics pose considerable challenges for the design of
WSNs. Because sensor networks usually transmit data and operate in hostile, unattended
environments, the requirements and design of sensor networks are significantly differ-
ent from other wireless networks like cellular networks, and ad hoc networks or mesh
networks.

In practice, there is an increasing trend in integrating RFID and WSNs due to their
complementary natures, and a flexible combination and demand for ubiquitous com-
puting. A variety of applications are under development or in practical usage, e.g., smart
homes, surveillance systems, and in personal healthcare. The integration of the two
complementary technologies can exponentially enhance the visibility and monitoring
capability. However, compared with either RFID or sensor networks alone, integrating
RFID and WSNs has more technical, operational, business, and policy challenges.

RFEID and Sensor Networks: Architectures, Protocols, Security, and Integrations pro-
vides a comprehensive technical guide covering introductory concepts; fundamental
techniques; recent advances; and open issues in RFID, WSNss, and integrated RFID and
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WSNs. This book contains illustrative figures and allows for complete cross-referencing.
It also details information on the particular techniques for efficiently improving the
performance of a RFID and a sensor network, and their integration.

This book is organized into three parts:

B Part [: RFID
B Part II: Wireless Sensor Networks
B Part III: Integrated RFID and Sensor Networks

Part I introduces the fundamentals and principles of RFID. This part provides
readers with a knowledge of RFID, e.g., tags, readers, middleware, security, and ser-
vices. Part II introduces the fundamentals and principles of WSNs. This part provides
readers with a knowledge of WSNs, e.g., routing, medium access control, localization,
clustering, mobility, security, and cross-layer optimization. Part III explores the princi-
ples and the applications of integrated RFID and WSNss.

This book has the following salient features:

B Serves as a comprehensive and essential reference on RFID, WSNs, and integrated
RFID and WSNs

B Covers basics, a broad range of topics, and future development directions

B Incroduces architectures, protocols, standards, security, and applications

B Assists professionals, engineers, students, and researchers to understand RFID and
WSNs

B Provides a unique content on integrated RFID and WSNs

This book can serve as a useful reference for students, educators, research strategists,
scientists, researchers, and engineers in the field of wireless communications and network-
ing. In particular, this book has an instant appeal to students, researchers, developers,
and consultants in developing RFID, WSNs, and integrated RFID and WSNGs.

We would like to acknowledge the effort and time invested by all contributors for
their excellent work. All of them are extremely professional and cooperative. Special
thanks go to Richard O’Hanley, Stephanie Morkert, and Joette Lynch of the Taylor &
Francis Group for their support, patience, and professionalism from the beginning until
the final stage of the book. We are very grateful for Sridharan Sathyanarayanamoorthy
for his painstaking efforts during typesetting. Last but not least, a special thank you to
our families and friends for their constant encouragement, patience, and understanding
throughout this project.

Yan Zhang
Simula Research Laboratory, Norway

Laurence T. Yang

St. Francis Xavier University, Canada
Jiming Chen

Zhejiang University, China
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Chapter 1

Medium Access Control
in RFID

Kashif Ali, Abd-Elhamid M. Taha, and Hossam S. Hassanein

CONTENTS
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R EIENCES ..ttt et e e 25

A radio frequency identification (RFID) system overcomes challenges of other identifi-
cation systems including barcode systems, optical character recognition systems, smart
cards, and biometrics (voice, ﬁngerprinting, retina scanning) because it does not require
line-of-sight communication, sustains harsh physical environments, maintains a cost-
and power-efficient operation, and allows for simultaneous tag identification. As with
other radio systems, RFID system requires Medium Access Control (MAC) protocols to
bypass different types of collisions as they waste network resources and slow down the
reading procedure. Further efficiencies are required in the case of RFID due to the tags’
limited capabilities in terms of processing and memory. The objective of this chapter is
to provide an overview of state-of-the-art MAC procedures for an RFID system. We will

3
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highlight the requirements of the different procedures in terms of signaling, memory and
processing, and differentiate between the different proposals based on nominal merits.
We will also identify how MAC protocols behave and affect the overall RFID system
performance under assorted practical scenarios: for example, mobility and high reader
or tag densities. Finally, we will dispense some thoughts on the potential integration of
RFID and wireless sensor networks (WSNss).

1.1 Introduction

Radio frequency identification (RFID) is a prominently emerging automated identifica-
tion technology. It has an edge over other identification systems such as barcode systems,
optical character recognition systems, smart cards, and biometrics (voice, fingerprinting,
retina scanning) because it requires no line of sight for communication, sustains harsh
physical environments, allows for simultaneous identification, and is cost and power
efficient. An RFID effortlessly turns everyday objects into mobile network nodes which
can be tracked, traced, monitored, trigger actions, or respond to action requests.

An RFID system is typically composed of an application host, a reader, and a set of
tags. A tag is designed to store certain information, the size of which varies between 32
bits and 32,000 bytes. Tags can be either passive or active. A passive tag has no physical
power source. It gathers energy from a reader’s generated radio waves, sufficient to
carry out processing and communication objectives. While most common in the RFID
market, the passive tag has limited functionality for processing and communication. It
processes simple state machines and has no medium sensing capabilities. However, the
active tag has a power source for its processing needs and it may possess certain sensing
capabilities for temperature or pressure. An RFID reader acts as a master for the tag
and a slave for the application host. This master—slave concept is depicted in Figure 1.1.
Tags targeted by a certain reader are said to be within that reader’s interrogation zone.
Specifically, an interrogation zone is the physical distance within which the strength of
the electromagnetic waves, generated by the reader, is able to power the tags, receive
the tags’ signals, and successfully decode them—a process known as singulation. At any
arbitrary instant, a reader can only read one tag within its interrogation zone and a tag
can only be read by one reader. Tags within the interrogation zone of a reader, and

Master < » Slave
Command _ Command
Application - Reader Tag
Response b Response

Master G————p Slave

Figure 1.1 Master-slave architecture of the RFID system.
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readers with overlapping interrogation zones, may simultaneously attempt to access the
wireless medium for data communication.

However, this simultaneous wireless medium access results in collisions that under-
mine an RFID system’s overall performance. To sustain system operability, efficient
mechanisms for Medium Access Control (MAC) are required. As with other radio-based
systems, the main objective of mechanisms aimed at regulating medium access, is to
reduce collisions, be it in a proactive or a reactive manner. Proactively, collisions are
avoided by distributing sufficient information about the access requirements of elements
sharing the medium. Reactive mechanisms respond to collisions and attempt to speed
the system’s recovery from a collision stall. Conventional collision avoidance methods,
such as Carrier Sense Multiple Access (CSMA) cannot be adopted for RFID systems,
especially when passive tags are used due to power limitations and its basis of reflection-
based communication, that is, use of backscattering modulation. Avoidance mechanisms
also carry the risk of increasing the overall cost of tags and shrinking the potential inter-
rogation zone for a reader. Proposals for RFID systems have therefore favored reactive
approaches to alleviate collisions. Specific to RFID systems, collisions can be classified
based on the type of entities involved:

Tags-to-reader collisions: Occur when more than one tag within a reader’s interro-
gation zone attempts to reply to the reader’s requests at the same time, as depicted in
Figure 1.2. Tags-to-reader collisions are the most devastating, especially when passive
tags are involved. They result in reduced reading rates, wasted resources, and increased
delay.

Readers-to-tag collisions: Occur when one tag is interrogated by more than one reader,
as shown in Figure 1.3. In such a scenario, multiple readers try to singulate a single tag
which results in corruption of the tag’s internal state. As a result, the tag may not be
detectable.

Reader-to-reader collisions: Are result of the conventional frequency interferences,
that is, multiple readers within each other’s interference zones are locked on the same
frequencies. Existing mechanisms such as frequency-hopping, dynamic frequency allo-
cation, and dynamic power adjustment are utilized to hinder these collisions.

Our objective in this chapter is to survey mechanisms that have been proposed in
the literature to alleviate the different types of collisions in RFID systems. We also
provide a comprehensive and up-to-date classification of the MAC protocols, compared

Reader

Figure 1.2 Multiple tags-to-reader collisions.
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Readerl Reader2

Figure 1.3 Multiple readers-to-tag collisions.

to other literature surveys [1,2]. Toward this end, we review preliminary aspects relative
to MAC in RFID systems and identify the reasons for the popularity of TDMA-based
solutions. This review is offered is Section 1.2. We then turn our focus to tag collisions
in Section 1.3 and offer a taxonomy for the different solutions proposed based on the
memory and processing required from a tag. We follow this by a survey of proposals for
reader collisions in Section 1.4. In both sections, we also qualitatively compare different
proposals based on general solution requirements. Finally, we conclude the chapter in
Section 1.5 with some insights into the challenges and opportunities relative to medium
access in current and future RFID systems.

1.2 Preliminaries on MAC in RFID Systems

In a radio-based system, MAC protocols provide mechanisms for channel access control,
allowing multiple devices to share the same physical medium. The most prominent
MAC techniques are based on the CSMA, Multiple Access with Collision Avoidance
(MACA), or the Aloha protocol. RFID systems use half-duplex, point-to-point com-
munication links in which communication between the reader and the tag is based on
backscatter modulation. In backscattering, the tag sends its serial number by adjusting
the antenna reflectivity to modulate the reflected signal. The nature of reflection-based
communication results in failure of conventional MAC techniques as tags cannot sense
the medium, detect collisions, or sense the presence of other channel traffic. This means
that no collision avoidance or resolution mechanisms could be implemented at the tags.
Hence, MAC in RFID systems is confined to resolving of collisions only at the reader,
resulting in anticollision algorithms for both tag collisions and reader collisions, mainly
employing Aloha-based contention avoidance schemes.

RFID systems exhibit very short durations of very high bursty activity followed by
relatively long durations of inactivity. For a reader, the number of tags within its inter-
rogation zone is usually unknown. This adds critical design requirements of scalability
and protocols adaptability. Generally speaking, four different approaches exist in the
literature in handling multi access issues in radio technologies. The approaches regu-
late access based on time, space (location), frequency, or code. Code Division Multiple
Access (CDMA) supports high-rate data multiplexing using the spread-spectrum (SS)
technique. In conventional SS, each user encodes data packets using an orthogonal
spreading code, allowing successful transmission by multiple users. However, complex
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receiver design and higher computational and energy requirements restrained adaptation
of CDMA technology in RFID systems. A combination of TDMA- and CDMA-based
schemes has been investigated recently [3]. However, the CDMA scheme is a largely
unexplored area in RFID systems.

Space Division Multiple Access (SDMA) [4,5] spatially reuses the channel. The
philosophy behind the SDMA procedure is that at practically any given time there will
be a limited number of RFID tags spatially colocated at the same position, independent
of the total number of tags that may be present in the overall interrogation zone.
Therefore, by spatially isolating the tags, the interference caused by other tags can be
minimized. Numerous spatial isolation techniques exist with the most notable ones
being adjusting the reader power levels (power control) [6-8], using adaptive arrays and
multiple input multiple output (MIMO) antennae [9], and the use of electronically
controlled directional antenna [5].

The power control cluster-based algorithm [6,8] divides the interrogation zone into
smaller clusters based on the distance to the reader by adjusting the reader’s power levels.
Tags in each cluster are read separately. Since the number of tags in a cluster is less than
that in the whole interrogation zone, collisions are minimized. An example of such a
partitioning is shown in Figure 1.4, where the interrogation zone is divided into three
clusters: 4, d’, and 4”. When the reader sends a request, only those tags in the current
cluster respond. For instance, assume the reader has read the tags from cluster 4 and
has just sent a request to cluster ’. In that instance only tags from cluster &', that is,
tags marked as 77, will respond to that request. After all tags marked as 7 have been
read, they are put into a sleep mode. Then, the reader’s zone is increased to 4" and a
new request is sent, and so on. Similar transmission control schemes have been used

Figure 1.4 Clustering based on the distance between the reader and the tags,
using reader’s power levels to adjust its interrogation zone.
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for reader collision avoidance [7], where reader’s power levels are adjusted to reduce the
interrogation overlaps.

Smart antenna techniques such as adaptive array antenna and MIMO antenna [9]
are used to maximize system throughput by reducing the collisions. The antenna array
adaptively nullifies interferences from other array elements, that is, one element receives
the desired signal whereas other array elements are used to remove the interference to
maximize the received signal strength. With MIMO, however, each antenna element
receives a superposition of the multiple transmitted streams with different spatial signa-
tures. These differences are used to separate multiple streams with signal processing at
the receiver. These two techniques lower tag collisions, but with significant increase in
the reader cost.

Electronically controlled directional antennas [5] are used to adaptively adjust the
directional beam of the RFID reader at subset of tags, one at a time. Such techniques are
commonly known as adaptive SDMA and are depicted in Figure 1.5. To read a specific
tag or all the tags within the interrogation zone, the reader scans the area using the
directional beam until the desired tag is detected or, in the latter case, when all the tags
have been read by the reader. The SDMA technique is effective in reducing collisions
but with a relatively high implementation cost because of sophisticated antenna systems,
and is therefore restricted to a few specialized applications. One exceptional approach is

the aforementioned power control scheme [6], which is low in cost and is effective in

reducing both reader and tag collisions.

-
Tag \ ,: ~
AP Tag
Reade
Tag i Tag
Tag
Tag

Interrogation zone of reader

Figure 1.5 Adaptive SDMA with an electronically controlled directional antenna.
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Figure 1.6 FDMA procedure, several frequency channels are available for com-
munication between the tags and the reader.

Frequency Domain Multiple Access (FDMA) proposes the use of multiple channels,
each with distinct carrier frequencies for communication. In the context of RFID sys-
tems, this implies the availability of broadcasting frequency for the reader and several
frequencies for the tags that they can lock on to. The reader, using the broadcasting
frequency, synchronizes and issues the interrogation commands. The tags reply to the
reader using one of the many available frequencies, shown as fi, £, f5, and f, in
Figure 1.6. The advantage of FDMA is the availability of noninterfering frequencies for
concurrent communication by multiple tags and readers. The FDMA technique has not
been significantly utilized in RFID systems. The reason is the impracticality for tags
and relatively high cost of the readers as a dedicated receiver must be provided for every
reception channel, restricting the use of FDMA for limited and specialized applications.

Time Domain Multiple Access (TDMA) relates to techniques where the available
channel is divided, along the time dimension, between potential participants. TDMA,
in a modified and mostly hybrid manner, is used in other prominent networks, for
example, Global System Mobile (GSM), Bluetooth, and IEEE 802.16 (WiMax). The
TDMA technique is by far the most dominant medium access protocols in RFID
systems. This is because of TDMA simplicity, low processing overhead for passive tags,
and low complexity (computational, processing, and monetary cost) compared with other
available procedures such as FDMA, CDMA, OFDMA, etc. In the context of the RFID
system, the TDMA procedure is further classified into tag-driven and reader-driven, as is
shown in Figure 1.7. The tag-driven procedure operates in an asynchronous fashion as the
reader does not control the data transfer. Tag-driven procedures are naturally very slow
and inflexible with limited applicability. Most of the TDMA procedures are therefore
based on the reader-driven approach. The reader-driven approach is a synchronous
mechanism, with all the tags’ data transfer handled by the reader, that is, control when
the tags transfer data and select which ones, amongst the tag population, will transmit
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TDMA

v v

Tag-driven Reader-driven
(asynchronous) (synchronous)
v ¢ ‘
Aloha Tag collision Reader
collision
Probabilistic Deterministic

Figure 1.7 Classification of the time division multiple access procedures.

its data at any given time. This selection process, that is, isolating an individual tag from
a large group of tags, is known as the singulation process. The reader-driven approach is
used to tackle the collisions in RFID systems.

Tag collision schemes usually involve a logical partitioning of the tag population using
tree-based algorithms or probabilistic-framed Aloha schemes, into a more manageable set
of tags. Reader collisions employ conventional contention resolution approaches such as
scheduling, interference learning, and coloring schemes to tackle reader collisions, that s,
reader-to-reader and readers-to-tags collisions. The various collision resolution schemes
for tags and readers’ collisions are classified based on their underlying techniques, and
are discussed next, in a sequential manner, in the following sections.

1.3 Tag Collisions

Tag collisions are the most common source of collisions in RFID systems. They take place
when multiple tags are within the interrogation zone of a reader and simultaneously reply
to the reader’s commands. The passive RFID tag is by design reader-driven as it does not
have carrier sensing or intertag communication capabilities. Therefore, tag collisions are
resolved by the reader utilizing techniques collectively known as anticollisions schemes.
These anticollisions schemes are classified in literature, as depicted in Figure 1.7, to be
either deterministic or probabilistic [1,5].

In deterministic mechanisms the reader splits and identifies a set of tags to respond
in a given time. Splitting is based on contention information obtained from the previous
interrogation cycle and attempts to reduce contention for the next cycle. Deterministic
anticollision mechanisms fall under the general algorithmic classification of tree-based
algorithms because of their splitting approach. The deterministic mechanisms utilize
either tags’ serial numbers (identification codes) or randomly generated numbers to be
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used for splitting of the tree branches. Under certain circumstances, the deterministic
approach may take a considerably longer time. However, it does not suffer from the tag
starvation problem. In tag starvation, a tag may not be identifiable for a long time, and
in the worst case, might not be able to be read at all.

In probabilistic mechanisms, the reader communicates the frame length, and the
tag, randomly transmits a particular slot in the frame. The frame size may be adjusted,
based on the information from the previous interrogation cycle, encouraging adaptability
according to tag density and distribution. The frame process is repeated until all the tags
have been identified. The probabilistic approach is fast, due to its low overhead, but
suffers from tag starvation syndrome.

1.3.1 Deterministic Anticollision Mechanisms

Deterministic anticollision mechanisms are essentially tree-based anticollision algo-
rithms. The tree-based algorithm is a two-way handshake algorithm involving sequences
of interaction between the reader and the tags, known as the interrogation cycle. The
objective of these interrogation cycles is to split the tags, using their serial numbers (IDs)
or randomly generated numbers, into a more manageable set of tags. The splitting of
the tree, mostly binary trees, into two branches (leaves) is based on the bit collisions and
their respective positions; the location of which is obtained from the previous interroga-
tion cycle. Obtaining collision information at the bit level requires that the precise bit
position of collision is identifiable by the reader. For this particular reason, normally,
either the Manchester coding or the NRZ (non-return-to-zero) bit coding is used by the
RFID reader.

To understand the deterministic tree-based algorithm, we trace the execution of the
conventional binary search tree algorithm [10]. The objective of using the binary search
algorithm with multiple interrogation cycles is to singulate a tag from a larger set. The
two-way handshakes during each interrogation cycle (iteration) are the commands that
the reader broadcasts based on its previous iteration for the following iteration. The set
of commands constitutes four main commands, which are as follows.

1. REQUEST: Carries a serial number with the tag as a parameter. If a tag’s own
serial number is less than or equal to the received serial number, the tag sends its
own serial number back to the reader. Otherwise, the tag will not respond.

2. SELECT: Carries a serial number with the tag as a parameter. Only a tag with

an identical serial number is selected for the processing of other commands, for

example, reading and writing data. Only the selected tag will continue to respond
to the reader commands.

READ_DATA: The selected tag sends stored data to the reader.

4. UNSELECT: Cancels the selection of an up-until-now active tag, that is, mutes
the tag. Beyond this, the unselected tag becomes completely inactive and does not
respond to further REQUEST commands undil it is reset by the reader.

@

Let us assume that there are three RFID tags within the interrogation zone of the
reader with 4-bit IDs of 10104, 1011, and 1110,. The singulation process starts with
the RFID reader sending the highest possible serial number. The purpose is to make all
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Figure 1.8 Execution trace of the binary search tree anticollision algorithm using
three tags and a single reader.

tags respond so that the exact bit collisions among all the tags’ ID’s could be determined.
In our example, shown in Figure 1.8, the first iteration of the algorithm begins with
the reader transmitting the REQUEST command with the serial number 1111, as an
argument. The serial number 1111, is the highest possible in this case. As the serial
number of the tags in the interrogation zone is less than the requested serial number,
all three tags reply back with their IDs. This first iteration results in collisions (C) at
position 0 and 2, starting from the least significant bit (LSB), that is, 1C1C.

The third bit is the highest valued bit at which the collision has occurred during
the first iteration. This implies that there is at least one tag between 1100, and 1011,.
The binary search algorithm at this point splits the search into two subsets in an attempt
to limit the search zone for subsequent interaction. The algorithm sets the third bit
of the request to 0, that is, 1011,. The LSBs after the third bit are all set to 1 in an
attempt to capture all the tags whose two most significant bits (MSBs) are 10. The reader
now broadcasts the command REQUEST with argument 1011,. Two tags fulfill the
command’s criteria, that is, t ag1 and t ag2. The response back from these two tags
causes collision at the bit position 0, thatis, 101C. The reader, repeating the same splitting
procedure, now chooses 1010, as the requesting string for the subsequent iteration, that
is, the second iteration. This request is fulfilled by only one tag t ag1l which is now
singulated. For now, no further iterations are required, as the reader has successfully
detected a single tag without collision. Using subsequent SELECT commands, t agl
is selected using the detected tag ID address and can now be read or written by the
reader without interference from other tags. At this point, other tags are silent as the
READ_DATA command is selective. The tree, from the request point of view, is shown
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1C1C

101C

1010

Figure 1.9 Singulation tree for the example RFID system.

in Figure 1.9. The string shown in the tree nodes are requested and sent by the reader,
whereas the string next to each circle is the received response. The node splits into two
children nodes, appending 0 and 1 at the MSB collision, to the left and right child node,
respectively. This process continues until tag 1010y is singulated, which is distinguished
in the figure by a double concentric circle.

After the completion of the required read/write operation, the selected tag (t ag1l) is
muted by the use of the UNSELECT command. The muted tag is completely inactive
and does not reply to any further REQUEST commands. Muting the tags reduces
the number of responding tags in the subsequent iteration of the singulation process,
therefore resulting in lower collisions and less iterations. Referring back to Figure 1.8,
the singulation of the tag (t ag2) requires one less iteration, compared with t ag1’s
singulation. The muting of t ag1 has created a positive impact by yielding low collision
as its serial number; otherwise, it would have collided with the t ag2 serial number.

We further classify the deterministic anticollision mechanisms, as shown in
Figure 1.10, based on whether they use a collision tracking or a collision detection
approach.

Collision tracking: In the collision tracking method, both the reader and the tag main-
tains a certain amount of collision information from the previous interrogation cycle.
The information, mostly as pointer to the most recent query, collision bit, or node in the
tree, is used to send a subsequent query for the next interrogation cycle. The binary search
tree algorithm (explained above using exemplary RFID system) and its variants [11-22],
fall under the collision tracking class of the deterministic anticollision algorithms. The
variants of conventional binary tree algorithms differ in their enhancement objectives,
that is, shortening execution